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DISCLAIMER
Realtek provides this document ‘as is’, without warranty of any kind. Realtek may make improvements and/or
changes in this document or in the product described in this document at any time. This document could include

technical inaccuracies or typographical errors.

TRADEMARKS
Realtek is a trademark of Realtek Semiconductor Corporation. Other names mentiched in this document are
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USING THIS DOCUMENT
This document is intended for the software engineer’s reference and provides detailed programming information.
Though every effort has been made to ensure that this documentis \currgnt and accurate, more information may

have become available subsequent to the production of this guidg’

ELECTROSTATIC DISCHARGE (ESD) WARNING

This product can be damaged by Electrostatic Discharge (ESD). When handling, care must be taken. Damage due

to inappropriate handling is not covered by warranty.

Do not open the protective conductive.packaging until you have read the following, and are at an approved

anti-static workstation.

® Use an approved anti-static mat(to/cover your work surface

® Use a conductive wrist strap-attached to a good earth ground

® Always discharge yourself by touching a grounded bare metal surface or approved anti-static mat before
picking up an ESD-sensitive electronic component

® [f working on a prototyping board, use a soldering iron or station that is marked as ESD-safe

® Always disconnect the microcontroller from the prototyping board when it is being worked on
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Q'lr
1 @
Mesh %% OTA i F2 Al Ulid BLE Link L/ GATT SZ8l, tHn] LE I Mesh Networking S28.
5T GATT ) OTA W LARIH LE BERE I /Rl R, PLdiont B & AT A 9. 11i3EF Mesh [ OTA N w] LLF
Mesh P25 (I FR R, RIS 6F 2 AN 3 % 3EAT FH 2

> T GATT [ OTA, TJLLKH Realtek FA OTA HiA, HiEPEERF A .
> FT Mesh 1) OTA, SIG il & T 121 Model 32 #F OTA, 43T N4H.
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2 OTA over GATT

2.1 Z— OTA

i&4it 10S/Android APK, BILFAL. AR TR BAUATIE T+
> RTKAH OTA
> FTH AISOTA

2.2 3T OTA

RTK A17 OTA 3ZHF Mesh B Al AT, 244805 Uk 3
> FERCARBE B ST R B
> RARAB R T IR A e a1 B ST R ARA B

2% OTA i FHEK,

> WA T B SCRF Master role
> WARILH 0 Image

> Image FixAS b 250 3

W% A OTA 75 AL E config file "FSCREHUBEES SN 2, —%% Master HE%F1—%% Slave HE# .

& Config Setting

Normal Layout Stack .j‘né, ;‘

[CIBT Core Speg/¥ersion support AE ~ [ Psd Enable Enable

Check @CRC (O5HA256

Operate

Max LEALinkNumber 2 i Master Num |1 v Slave Num D

Readback Load Bin Load Save Confirm

X

~

B 2-1 Config file # B X 88
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RA Image A MBS AR AT, FE X Image FHeA AR &
> /AT ID: % MANUFACTURE_ADV_DATA_COMPANY_ID
> 74 ID: % DFU_PRODUCT_ID

R WRAEA SIG 72K HAT ID, 7% fH ] Realtek )72 & ID 0x005d, %55 Realtek #3i/™
ab 1D [R5 3G, BAAR A A i 1D R I E OAN ] Al s R 2R L !
N T ORAETHR AT %, 20 Image WA, AN € L% DFU_APP_VERSION.
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3 OTA over Mesh

SIG 5 X T #H3% Model AT LAFIFH Mesh W& #E47 OTA, f% BLOB (Binary Large Objects) Transfer
Server/Client model. Firmware Update Server/Client model ! Firmware Distribution Server/Client model .BLOB
Transfer model 3= % F T &4 %#, Firmware Update model A1 Firmware Distribution model 3= %5 47 35 B3 i Al
M4 A I R I A

SIG OTA R Aa¥FhA#, &k DFU_UPDATER_FW_ID %A S . mesh ali light T#2H, WA
S i1 ALI_VERSION_ID {R5E .

3.1 B4 a4

Mesh R2% b 5E SCT DU (2 5 1 4 B

% 3-1 Mesh EfFEFTHE

fte o

Updating Node (5 3#i15 ) (] 44 e 2 ST PR R
Initiator (A& #2HE) ko 25 R FH R [T 42 BE 3, 3% 45 Distributor
Distributor (&%) AL [E F45 Updating Node
Stand-alone Updater (7. 58514 AJ DL B4 AL [ 1425 Updating Node
Ho & €0 75 Z SR model W R

R 3-2 ABFEZFH model

Firmware Firmware Firmware Firmware BLOB BLOB

At Distribution Distribution ~ Update Update  Transfer Transfer
Client Server Client Server Client Server
Updating Node - - - W - T
Initiator WHFE - WA - TR -
Distributor - W W - W WA
Stand-alone Updater 0 0 WE - W ENFE
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o, Updating Node £ (5 /2 7 B OHT IR [l 111 (#7155 Distributor £ €K 5 ik [ 4% 6 21 75 528 1)
Updating Node Jf WAl HAL S BE;  Initiator £ €432 247 STR 202 154 W] IR SERT, K i [ A 210 2
LK% Updating Node 51132 4445 Distributor; Stand-alone Updater £ 21 DL B 23R BUH 1 [ 44 4%
%5 Updating Node. 7] LA !, Initiator Al Stand-alone Updater 75 B GEAG 25 JEFRBCHT I E 14, — 9 mesh
W X 15 4% BB RE T L o ZE BN 14T B0 N R 375 5, Initiator AS S 75 14, R 75 0B (¥[8 1 55 31 Distributor
HBCE I AR B 2 H DL R 5 R 7T R 3R, SRJE A4 [ £ 21 Updating Node & 7] LL58 % OTA i % .

N A A model MR A, BARPMLES % SIG #H2% Spec.
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3.2 BLOB Transfer Model

BLOB Transfer Model §&4&%i kT i K vj i /2 PDU K/NFIEEEXS %, I HRERIR 282 2 AN . Fl
FH Mesh #3417 OTA (¥t #248 F§ BLOB Transfer Model 4357 [l 445 &4 3 A g B0 e i Br G 15 .

3.2.1RE

BLOB Transfer Model 1§ FH PRS0 HA R =328, Z5—285& Server/Client JLHFPIRZA, 55 2%5& Server
FOMAEF PPIRZS, 2B =25 Client B IR ZS

3.2.1.1 Server/Client £ BEIRES

A /N5 R BLOB Transfer Server/Client 22 PR AS .

3.2.1.1.1 BLOB
BLOB R — B AIRAE, HITF5 NHIERAE IE/E£ 41K BLOB, B35 LR .

# 3-3BLOBIR%E

) N
BLOB IR& @@9 PiiA

BLOB ID k%% FF AR IR Z& ) BLOB
BLOB Size k% %7~ BLOB f A/

Block Size Log R#%s THE A R block B9 K /1
BLOB Data IR 7 BLOB ##i

Total Blocks JR#s BLOB #{ X143 1% blocks [/ %k

3.2.1.1.2 BLOB Block

BLOB BulR&2 —MESIRE, M TARIRIEE L4 block. BLOB block R IELL TAIRE .

Copyright 2023 Realtek Semiconductor Corporation.
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% 3-4 BLOB block IRZ

BLOB block K& BiEA

BLOB Number AR 7 FlF#5i7 BLOB H 13 —Hk block
Current BLOB Size IR#4 TN IELEAEH ) 24T BLOB (1)K /)
Chunk Size R FEoR 1k block 1 chunk [k
Total Chunks R FonEE—He block ' chunk ()% &
BLOB Block Data R4 FoonHE—H block %

3.2.1.1.3 Transfer TTL

Transfer TTL IR Z3% 75 ). BLOB Transfer Client 5% Server itz %% PDU i FH ST TL(Time to Live){H .

3.2.1.1.4 Transfer Mode

Transfer Mode K737~ BLOB &=, FE 5~ Push FEsNALPuIl i,

3.2.1.2 Server IX&

AN R BLOB Transfer Server BUfifi A HPIR A .

3.2.1.2.1 Transfer Phase

Transfer Phase [ T#»iH BLOB Transfer Server LIRS .

3.2.1.2.2 Expected BLOB ID

Expected BLOB ID JR 7] T #71H BLOB Transfer Server #224% %) BLOB ID.

3.2.1.2.3 Blocks Not Received

Blocks Not Received IRZ&F 7~ Server i A2 2 1) blocks.

3.2.1.2.4 Missing Chunks

Missing Chunks JRZ52 7% Server 1A U EIF 1IEEAL 51K chunks.

Copyright 2023 Realtek Semiconductor Corporation.
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3.2.1.2.5 Client MTU Size

Client MTU Size (R &R~ KEE BLOB £ 4t #£/) Client ) MTU(Maximum Transfer Unit) k7).

3.2.1.2.6 Server Timeout Base

Server Timeout Base K7 FH T+ Server 7E2545 3k [ Client (1131 B I .

3.2.1.2.7 Capabilities
Capabilities JRZ& & — N E EIRA, #Fox BLOB Transfer Server model S2{7l )& fiE /7. Capabilities Ik
SEFELL RS

%+ 3-5 BLOB Transfer Server model Capabilities JRZ

Capabilities R& B @@y

Min Block Size Log k7 o Server 1] LAWY S block K/

Max Block Size Log RZs 7 Server Al RAISI) B K block K71y

Max Total Chunks JRZs o —Avbleck BPEL 4y LK B K ) chunk £ &
Max Chunk Size R %5 FoR ServerSZFERIEA chunk K/

Max BLOB Size R#& Fzm-Sever 1] LLIZIC K BLOB K/
Server MTU Size R4S K 7~-Server SCHFI MTU Kb

Supported Transfer Mode JR 7 KR Server 7 HFHIAEHE

3.2.1.3 Client A&

AN R BLOB Trafisfer Client Bd i FH PR

3.2.1.3.1 BLOB Receivers

BLOB Receivers (R&H T g5 54E4i1t) BLOB Transfer Servers %132, %3 B[4 H # &3
Server fEPIRZS .

3.2.1.3.2 Active BLOB Receivers

Active BLOB Receivers JIR& H T AR S 5E 51 BLOB Transfer Servers %113 (B, AR
B3 B 2% H RontEHn 3 Server [FRZAS

Copyright 2023 Realtek Semiconductor Corporation.
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3.2.1.3.3 BLOB Receivers Capabilities

BLOB Receivers Capabilities IR7Z H T 771 = 514 ) BLOB Transfer Servers %113%, %113 B % H &R
Server [1] Capabilities JRZ .

3.2.1.3.4 BLOB Multicast Address

BLOB Multicast Address IR0 & 4H3&HbE . bk A UUID B0 A4 Bo bk .

3.2.1.3.5 AppKey Index

AppKey Index JR 2%~ Client 5 BLOB Transfer Server 22 4271 B 4 I ) AppKey [ index.

3.2.1.3.6 Client Timeout Base

Client Timeout Base RS H T4 Client 24353k 3 Server ¥ SIS

3.2.2 SIG iHE

3.2.2.1 BLOB Transfer Get

BLOB Transfer Get j&§ B H T5FHUBLOB Transfer Server _Ef#) BLOB Transfer JR&, Server [5]% BLOB

Transfer Status.

3.2.2.2 BLOB Transfer Start

BLOB Transfer Start ¥4 2. F T /5 237 BLOB 4£%i, Server [5]% BLOB Transfer Status.

3.2.2.3 BLOB Transfer Cancel

BLOB Transfer Cancel 7.5 T BN IEAEHE1T /) BLOB 1%%i, Server [l BLOB Transfer Status.

Copyright 2023 Realtek Semiconductor Corporation.
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3.2.2.4 BLOB Transfer Status

BLOB Transfer Status JH & H T4 #5 BLOB Transfer Server (PIRAS, TTNE .

3.2.2.5 BLOB Block Get

BLOB Block Get ji & F T-16: % Transfer [t BCFN3E H IEFE A% ) Block, Server [5] 3 BLOB Block Status.

3.2.2.6 BLOB Block Start

BLOB Block Start 114 2. F T-FF a6 & % block %] Server [ #%, Server [1])% BLOB Block Status.

3.2.2.7 BLOB Block Status

BLOB Block Status 784 5 H T & IE/EAE % block PR 2, (TCME .

3.2.2.8 BLOB Partial Block Report

BLOB Partial Block Report J1 24 Server JHT[7] Client i& >R chunks, JGMN%Z .

3.2.2.9 BLOB Chunk Fransfter

BLOB Chunk Transfer %5 & H T4 24817 block [ chunk f£%i%!] BLOB Transfer Server, TN %5,

3.2.2.10 BLOB Information Get

BLOB Information Get j4 /5 H T 3£HL BLOB Transfer Server [#] Capabilities IRZ, Server [A])%; BLOB

Information Status.

3.2.2.11 BLOB Information Status

BLOB Information Status 7 /& F T-# 7 BLOB Transfer Server 1] Capabilities IRZ5, TEM%Z

Copyright 2023 Realtek Semiconductor Corporation.
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3.2.3 BLOB Transfer Server [0

# 3-6 BLOB Transfer Server model #

P

blob_transfer_server _reg
blob_transfer server set data cb
blob_transfer_server_caps_set
blob_transfer_server_caps_get
blob_transfer_server_init
blob_transfer_server_load
blob_transfer_server_clear
blob_transfer_server_phase get
blob_transfer_server_busy
blob_transfer_handle_transfer_timeout
blob_transfer_handle_partial_report_timeout
blob_transfer_status

blob_block_status
blob_partial_block_report

blob_info_status

3.2.4 BLOB Transfer Client3&0

PB4

7EM BLOB Transfer Server model

B BLOB Transfer Server model [7] 1/ B8 %
¢ 'E BLOB Transfer Server ] Capabilities
$}HY BLOB Transfer Server f{] Capabilities
#¥l4E4L BLOB Transfer Server

Jn# BLOB Transfer f2F¢

15 % BLOB Transfer Server

3REX BLOB Transfer Server 14 Fi i Bt
#rif] BLOB Transfer Sepver/es? Z4-
BLOB Transfer 1 it pf %k

BLOB Transfer 5 Block #2158 I R %L
[7] 3. BLOB=Transfer IRz

6] 5 BEQB-Block IR 7

iz BLOB #ifi7> Block 4k i
[EwBLOB Information R 2

32 (347 BLOB Transfer Client Model 3 O F13 8

QY

7EM BLOB Transfer Client Model

SRHEX Server | (1] BLOB Transfer K7

JE ¥ BLOB f&4

B IEZEREAT ) BLOB f%%

K& Transfer FFTBONI#k H IEEAE 4 1) Block
THia A% 40 Block

542477 Block 1) Chunks

FREX Server ] Capabilities tR#s

blob_transfer_client_reg
blob_transfer_get
blob_transfer_start
blob_transfer_cancel
blob_block_get
blob_block_start
blob_chunk_transfer

blob_info_get

Copyright 2023 Realtek Semiconductor Corporation.
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3.25 /'Tiﬁu
¥ F} BLOB Transfer model I 3245 UL 258,

1. ¥/ Model
2. 523 model_data_cb B3k

Initiator 5 Distributor 2 [i], Distributor 5 Updating Node 2 [H]35) 75 %2 52 F1L1% model K SZ B8R AL,
B4R T Distributor 5 Updating Node 2 [H]f#) BLOB Transfer model SEHHEZE, HAKSLILESH
dfu_updater_app.c A1 dfu_distributor_app.c.

3.2.5.1 Server Model 7=l

BLOB Transfer Server model model_data_ch &£ BT .

1. int32_t fw_update_handle_blob_server_data(consmesh”’ model_info_p pmodel_info,
uint32-t'type, void *pargs)

2. {

3. switch (type)

4. {

5. case BLOB_TRANSFER_SERVER_BLOCK_DATA:

6. {

7. /* Handle BLOB_TRANSFER=SERVER_BLOCK_DATA */

8. >

9. break;

10. case BLOB_TRANSKER“SERVER_COMPLETE:

11, {

12. /* Handle BEOBTRANSFER_SERVER_COMPLETE */

13. %}

14. break;

15. case BLOB_TRANSFER_SERVER_CANCEL:

16. <

17. /* Handle BLOB_TRANSFER_SERVER_CANCEL */

18. %}

19. break;

20. case BLOB_TRANSFER_SERVER_SUSPEND:

21, {

22. /* Handle BLOB_TRANSFER_SERVER_SUSPEND */

23. )

24, break;

25. case BLOB_TRANSFER_SERVER_FAIL:

Copyright 2023 Realtek Semiconductor Corporation.
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26.
27.
28.
29.
30.
31.
32.
33.
34.

{
/* Handle BLOB_TRANSFER_SERVER_FAIL */

b
break;
default:
break;

b
return MODEL_SUCCESS;

7E/M BLOB Transfer Server model fRAS 41T .

2.

/* register blob transfer server model */
blob_transfer_server_reg(0, fw_update_handle_blob_server_data);

3.2.5.2 Client Model 75§l

BLOB Transfer Client model model_data_cb & $s 54 CHEAER

¥ ® N O U A WD

e
= O

N NN R B B B2 B B2
N B O O 00 N O L1 A W N

int32_t dfu_transfer_client_data(const mesh_model_info_p pmodel_info,

uint32\t type, void *pargs)

switch (type)
{
case BLOB_TRANSFER "CEIENT_TRANSFER_STATUS:
{
/* Handle BLOBJTRANSFER_CLIENT_TRANSFER_STATUS */
¥
breaky;
case BLOB_TRANSFER_CLIENT_BLOCK_STATUS:
{
/* Handle BLOB_TRANSFER_CLIENT_BLOCK_STATUS */
b
break;
case BLOB_TRANSFER_CLIENT_PARTIAL_BLOCK_REPORT:

{

/* Handle BLOB_TRANSFER_CLIENT_PARTIAL_BLOCK_REPORT */

b

break;
case BLOB_TRANSFER_CLIENT_INFO_STATUS:

{
/* Handle BLOB_TRANSFER_CLIENT_INFO_STATUS */

Copyright 2023 Realtek Semiconductor Corporation.
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23.
24.
25.
26.
27.
28.
29.

b
break;
default:
break;
b
return MODEL_SUCCESS;

V£ BLOB Transfer Client model A3 41F o

2.

/* register blob transfer client model */
blob_transfer_client_reg(0, dfu_transfer_client_data);

Copyright 2023 Realtek Semiconductor Corporation.
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3.3 Firmware Update Model

Firmware Update Model 7] DA 2R [ £F 045 S, FIWT S35 T CAEZNCHT R 1, 706 [ A% DA K N
FAIEAE o A 44 o R 0 4 8 BLOB Transfer Model S8 .

3.3.1RKE

3.3.1.1 Server k&

3.3.1.1.1 Firmware Information List
Firmware Information List IR7 /& Updating Node | 2234 #1454~ [l Update URIs F1 Firmware 1Ds [f]
B . TE USRI RS R S,  HeRES 2 Rk AR

% 3-8 Firmware Information-List JJRA# =

A e

5 2.0

Current Firmware ID Fri 225 7F Updating Node _E () & £
Update URI T AR SO AL E

3.3.1.1.2 Update Phase

Update Phase Ik F] k5 iR Firmware Update Server (1) 58 5 Bt .

3.3.1.1.3 Firmware Update Additional Information

Firmware Update Additional Information R 25 2% 7 & 44 5 87 B in s &

3.3.1.1.4 Update Firmware Image Index

Update Firmware Image Index IR#& F T-FRiH Firmware Information List H 1 7F 55 357 ) [& 44 .

Copyright 2023 Realtek Semiconductor Corporation.
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3.3.1.1.5 New Firmware Image

New Firmware Image RZ5 A [ 4411 — 1 i image.

3.3.1.1.6 Update BLOB ID

Update BLOB ID k%7~ BLOB Transfer Server 7E & #4448 Fl i) BLOB ID 1A .

3.3.1.1.7 Update Firmware Metadata

Update Firmware Metadata IR 7R A% A\ 8 2R 16 70 2508

3.3.1.1.8 Update TTL

Update TTL R & ZR 7R [ 44 587 117 BLOB Transfer Server {# ) TTL {f ¢

3.3.1.1.9 Update Server Timeout Base

Update Server Timeout Base tk#&# 7~ Firmware Update Server-Ei45" [l 44 4% a2 5 frE i i 1]

3.3.1.2 Client k&

3.3.1.2.1 Update Receivers
Update Receivers K&,

2 3-9 Update Receivers JREH

T ik

Address Updating Node /5.4 bt

Firmware Image Index Updating Node [ /-1 index

Retrieved Update Phase K% 21 Updating Node 58 5T BOIR S
Status Updating Node _F I8 AF Ja HRAS

Update Additional Information 2 21 Updating Node F [/ 14 58 357 B = 8

3.3.1.2.2 Active Update Receivers

Active Update Receivers R2& FH TRl Z 5 B8] Firmware Update Server.
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3.3.1.2.3 Update Multicast Address

Update Multicast Address JRZE & 4laE bl B HUHbHER UUID AR 2 B sk o

3.3.1.2.4 Update AppKey Index

Update AppKey Index IR#& %7~ AppKey ] index.

3.3.1.2.5 Update TTL

Update TTL R A&7~ [E 48 581 (8] BLOB Transfer Client {5 f#) TTL {H.

3.3.1.2.6 Update Client Timeout Base

Update Client Timeout Base K7 F 1115 & 1% 2| Firmware Update Server BIHBREE R .

3.3.2SIGiHB

3.3.2.1 Firmware Update Information/Get

Firmware Update Information Get ¥ & F T 3R £ sl BRI REAF(E S, Server [H5 Firmware

Update Information Status.

3.3.2.2 Firmware Updatédnformation Status

Firmware Update Information Status 4 ' FH T 5 13 0 e 67047 s LIRS, BRI .

3.3.2.3 Firmware Update Firmware Metadata Check

Firmware Update Firmware Metadata Check /& H T 25 15 s B 75 0[5 44 5238, Server [1)3%% Firmware

Update Firmware Metadata Status.

3.3.2.4 Firmware Update Firmware Metadata Status

Firmware Update Firmware Metadata Status ¥4 & F T- &5 & 5 0] DA 2 [ 37, BRI .

Copyright 2023 Realtek Semiconductor Corporation.
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3.3.2.5 Firmware Update Get

Firmware Update Get 74 2 F T-3kHL Server [F]24FIIRAS, Server [5])3% Firmware Update Status.

3.3.2.6 Firmware Update Start

Firmware Update Start 4.5 H T~ 5 Zh [ {4 5387, Server [5] 5 Firmware Update Status.

3.3.2.7 Firmware Update Cancel

Firmware Update Cancel ¥4 /5 FH T~ EX3iH [ 4 58 3 M i A D ] 42 B8 R A7 45 S, » Server [B] 57 Firmware
Update Status.

3.3.2.8 Firmware Update Apply

Firmware Update Apply ¥ 2 H T FH C &A% 4 78 i [Fl 455, \Server [5]5 Firmware Update Status.

3.3.2.9 Firmware Update Status

Firmware Update Status H-T-$i 35 [l {4F BUHPIRAS, BN .

3.3.3 Firmware Update’Server &0

# 3-10 Firmware Update Server model 1

EE 4 L]

fw_update_server_reg 7EM Firmware Update Server Model
fw_update_server_load fin#k Firmware Update Server
fw_update_server_add_info AN 4 5 S S
fw_update_server_set_verify result B TSR 2
fw_update_server_clear 5 Firmware Update Server
fw_update_handle_blob_server_data BLOB Transfer Server [5] 1 p% %1

Copyright 2023 Realtek Semiconductor Corporation.
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3.3.4 Firmware Update Client [

# 3-11 Firmware Update Client model 3

Pk PB4
fw_update_client_reg 7EM Firmware Update Client Model
fw_update_info_get SREL 222 AE T 5 LR RS B
fw_update_fw_metadata_check For A 7T A B 75 WS ] A4 B BT
fw_update_get FREX Server [f1 24 AR
fw_update_start Ji3 By [E 44 5
fw_update_cancel ELY [ 42 B 3
fw_update_apply N FH L84 i 56 s PR [

3.3.5 345l

{4 Ff] Firmware Update model i = 3545 DL T 2B 5%,

1. ¥/ Model
2. 2P model_data_ch B3

RNEIA4E T Distributor 5 Updating Node |2 [A]f#) Firmware Update model SZIIMELE, EAKSZIE S %
dfu_updater_app.c A1 dfu_distributor_app,¢t

3.3.5.1 Server Modelsx{5l

Firmware Update Server model model_data_cb &£ FIAAS T o

1. int32_t dfu_update_server_data(const mesh_model_info_p pmodel_info,
uint32_t type, void *pargs)

switch (type)
{
case FW_UPDATE_SERVER_METADATA_CHECK:
{
/* Handle FW_UPDATE_SERVER_METADATA_CHECK */

b

break;

¥ ® N O Uu kWM
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41,
42,
43.
44,

case FW_UPDATE_SERVER_START:

{
/* Handle FW_UPDATE_SERVER_START */

b
break;
case FW_UPDATE_SERVER_VERIFY:

{
/* Handle FW_UPDATE_SERVER_VERIFY */

b
break;
case FW_UPDATE_SERVER_VERIFY_CANCEL:

{
/* Handle FW_UPDATE_SERVER_VERIFY_CANCEL */

b

break;

case FW_UPDATE_SERVER_APPLY: ¢

£ @
/* Handle FW_UPDATE_SERVER_APPLY */ @

: @
break; o
case FW_UPDATE_SERVER_BLOCK_DATA&\

{
/* Handle FW_UPDATE_SERVER _DATA */

b
break;

case FW_UPDATE_SERV&@_:
{
/* Handle FW ERVER_FAIL */

b

break;

defaul @
bre

¥

return MODEL_SUCCESS;

VEM Firmware Update Server model A8A3 17T o

/* register firmware update server model */
fw_update_server_reg(0, dfu_update_server_data);

®
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3.3.5.2 Client Model 7=l

Firmware Update Client model model_data_cb p&#~ AL .

1. int32_t dfu_update_client_data(const mesh_model_info_p pmodel_info,
uint32_t type, void *pargs)

2. {

3. switch (type)

4. {

5. case FW_UPDATE_CLIENT_INFO_STATUS:

6. {

7. /* Handle FW_UPDATE_CLIENT_INFO_STATUS */

8. >

9. break;

10. case FW_UPDATE_CLIENT_FW_METADATA_STATUS:

11. {

12. /* Handle FW_UPDATE_CLIENT_FW_METADATA_STATUS ¥/

13. }

14. break;

15. case FW_UPDATE_CLIENT_STATUS:

16. {

17. /* Handle FW_UPDATE_CLIENT_STATUSY/

18. }

19. break;

20. default:

21. break;

22. }

23. return MODEL_SUCCESS;

24. )

VEM Firmware Update €lient model fCA% 41T .

1. /* register firmware update client model */
2. fw_update_client_reg(0, dfu_update_client_data);

Copyright 2023 Realtek Semiconductor Corporation.
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3.4 Firmware Distribution Model

Firmware Distribution Model & Z 1 57 fE A 5881 4% Updating Nodes list A& {4 5 20 F0 5 FH A4
RILFE. AR AE A FE 4 # BLOB Transfer Model 528

3.4.1RE

3.4.1.1 Server K&

3.4.1.1.1 Distribution Receivers

Distribution Receivers IRZ&S2 — NMEEIRE, BEPREWTR.

% 3-12 Distribution Receivers JRZs

Distribution Receivers JRZs

Distribution Receivers List Rz

Distribution Receivers List Count k&

3.4.1.1.2 Distributor Capabilities

N N
W)
FriR WpdatingiNodes 1 H A [E 14 (1) 511 %
Distribution’Receivers List R 1% &

Distributor Capabilities & — > &R 47, &7~ Firmware Distribution Server model 3¢ 35 19 #1455 57 RE /7

Z 3-13Firmware Distribution Server model Capabilities R7&

7
Capabilities JR7Z A@

Max Distribution Receivers List Size JR&S
Max Firmware Images List Size K&

Max Firmware Image Size JRZs

Max Upload Space Size tR#Z

Remaining Upload Space Size k7
Out-of-Band Retrieval Supported K%

Supported URI Scheme Names R 2

ik

%27~ Firmware Distribution Server 7 Distribution
Receivers List R 25 ] DLAFfiff ) e Kbk

%7~ Firmware Distribution Server 7£ Firmware Images
List R rp ] DLAEfif ) 5K ] 44

FIRAEAEAE Firmware Distribution Server f 5./ [ {4 ()
RN

7 Firmware Distribution Server 77 fif &l £F 1 2 K/
7K Firmware Distribution Server 17 [& 4 ) 7] FH 2% [a]

%7~ Firmware Distribution Server J& 75 37 £ 5T OOB
K6 2% [ A

TN SR URI J5 R
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3.4.1.1.3 Distribution Parameters

Distribution Parameters R 2 /& 12 Firmware Distribution Server model 743 7% &4 J1 (8] 48 FH (R S 501 &2
RS
£ 3-14 Distribution Parameters JR%&
Distribution Parameters R#& Pt BA

Distribution Phase 1A X 7K Firmware Distribution Server 1E7E AT &2

oy R B
Update Policy JR# e ART IS N FH T 4 [l A
Distribution Multicast Address IR N sk
Distribution AppKey Index K7 Fon il AppKey ] index
Distribution TTL JR7 7 Firmware Distribution Sefver 18 F ff) TTL {#

F 5 [ 90 & Rirmware;Update Client Al
BLOB Transfer Client [ {er

Distribution Transfer Mode R 7 P o3 R AR R
Distribution Firmware Image Index R 7 FRIFIETE 43 R

Distribution Timeout Base k&

3.4.1.1.4 Upload Parameters

Upload Parameters {R#& & — M ARA, He# Firmware Distribution Server model 75 _F A% [Fl £ 2]
Distributor Jifi &) F 1) 2%k .

%315 Upload Parameters R#&

Upload Parameters}i@ Vi BH

Upload Firmwase 1D R4S FRRIELE_EA£ 3 Distributor (1[5 £
Upload Phase R3S R AR B

Upload Firmware Size (R 7 PR IEAE EAE 1 [ A ) R
Upload BLOB ID JRZs Fon BAEIAIE A ) BLOB ID
Upload Firmware Metadata R 25 o IEAE EA% R A ) o s
Upload URI IR FH V55 b A% S 1) P e B

3.4.1.1.5 Firmware Images List

Firmware Images List R 2560 & 774#% 7€ Firmware Distribution Server _- i 44 145 &, .
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% 3-16 Firmware Images List JRA#H

HE Y

Index PRI E

Firmware 1D P VA [

Firmware Metadata Firmware ID 5 VA [E 4 1) T 80805

3.4.1.2 Client IR&

3.4.1.2.1 Update Information From Updating Nodes

Update Information From Updating Nodes kZ&2—/M1%, H T451H Firmware Distribution Client $2 it
[, Z23E7E4EAS Updating Nodes ) [l £F .

% 3-17 Update Information From Updating Nodes{Ra&H# 2

X&)
e wno L )
7N
Address Updating Node. 1.4 i ik
Firmware Images List Firmware.kmages Entry 1513

£ Firmwre Images Entry IR7s FIA% Sa0F .

318 Firmware Images Entry IRESHR

- @A\X\\" o

Current Firmware 1D kength YRTEA 1D FBAKRE

Current Firmware4D Updating Node _F ¢/t # 75 9 [ 4R i A
New Firmware IDLength BrlELE 1D B

New Firmware ID Updating Node =] FH f)35 [l 44

Update URI Length URI F B K

Update URI F T 58 A [ 4 (1) URI

Firmware Image Length [ 7 B ) K

Firmware Image fi] {2

3.4.2 SIG iHE
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3.4.2.1 Firmware Distribution Receivers Add

Firmware Distribution Receivers Add ¥4 5 FH T ¥ g 92 H 2] Firmware Distribution Server ff]

Distribution Receivers List J[kZ%, Server [ Firmware Distribution Receivers Status.

3.4.2.2 Firmware Distribution Receivers Delete All

Firmware Distribution Receivers Delete All J4 .8 H T M Firmware Distribution Server ffJ Distribution
Receivers List IRZ& LHIFTE % H, TLRNE.

3.4.2.3 Firmware Distribution Receivers Status

Firmware Distribution Receivers Status ¥4 2 f T 45 Distribution ReceiverS kISR ZS I 24/ K/, TN

it

3.4.2.4 Firmware Distribution Receivers Get

Firmware Distribution Receivers Get 45 FH T3k B4y Updating Node [ [l £F5> &IRE,  Server [F] 3

Firmware Distribution Receivers List.

3.4.2.5 Firmware Distributien/Receivers List

Firmware Distribution Receiverg’list 75 5 H Tk & 81 receiver F[ELF 40 ROIRZS, TNZ

3.4.2.6 Firmware Distribution Capabilities Get

Firmware Distribution Capabilities Get 74 5 FH T 3KHX Firmware Distribution Server [J Capabilities, Server

[5] 3 Firmware Distribution Capabilities Status.

3.4.2.7 Firmware Distribution Capabilities Status

Firmware Distribution Capabilities Status H T4 ¥ Distributor [ Capabilities, JEMN% .

3.4.2.8 Firmware Distribution Get
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Firmware Distribution Get %4 5./ T-3k X Firmware Distribution Server I 247 {4k 4 & [FIIRAS, Server [A]

M Firmware Distribution Status.

3.4.2.9 Firmware Distribution Start

Firmware Distribution Start J8 /2. F T Ja sl [E14F 73 /&, Server [A] 3% Firmware Distribution Status.

3.4.2.10 Firmware Distribution Cancel

Firmware Distribution Cancel 4.5 H T-HUH 4443 &, Server [F15 Firmware Distribution Status.

3.4.2.11 Firmware Distribution Apply

Firmware Distribution Apply ¥ /5 T4 Updating Nodes ¥ FH #7 [it /45( Server [F] . Firmware Distribution
Status.

3.4.2.12 Firmware Distribution Status

Firmware Distribution Status ¥4 & TR & B 0 50RAS, TNE .

3.4.2.13 Firmware Distribution/Upload Get

Firmware Distribution Upload.Get/¥H = A T4 25 [ £ 4% %] Firmware Distribution Server IR, Server
[5] B Firmware DistributionUpload”Status .

3.4.2.14 Firmware Distribution Upload Start

Firmware Distribution Upload Start J5.5 1 T~ 5 3h & £ EA%, Server [A] 3 Firmware Distribution Upload
Status.

3.4.2.15 Firmware Distribution Upload OOB Start

Firmware Distribution Upload OOB Start 345 H -5 A1 OOB [#)77 ik AT [l £ F A%, Server [=13% Firmware
Distribution Upload Status.
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3.4.2.16 Firmware Distribution Upload Cancel

Firmware Distribution Upload Cancel 742 H T4 1E[E 4 4%, Server [E]R Firmware Distribution Upload
Status.

3.4.2.17 Firmware Distribution Upload Status

Firmware Distribution Upload Status i /= F T 75 FEl 4 LA FRAS, TENE

3.4.2.18 Firmware Distribution Firmware Get

Firmware Distribution Firmware Get ¥ 5 46 & 5 AR 2 10 [5 £F /& 75 A7 i Firmware Distribution

Server F, Server [F]% Firmware Distribution Firmware Status.

3.4.2.19 Firmware Distribution Firmware Get By-ladex

Firmware Distribution Firmware Get By Index 7 5. H T-#& & Firmware Images List tRZ& FRFE I index
YR [E 1447 i 7F Firmware Distribution Server I, Sepver\sl i Firmware Distribution Firmware Status .

3.4.2.20 Firmware Distribution:Firmware Delete

Firmware Distribution Firmware-Delete;7H & H T MIBR 7 fi&7E Firmware Distribution Server - [1) 25—/

4, Server [A] Firmware Distribdtion-Firmware Status.

3.4.2.21 Firmware Distribution Firmware Delete All

Firmware Distribution Firmware Delete All ¥4 2 F T B A7 fi# 7% Firmware Distribution Server _F 4= [

1, Server [F]% Firmware Distribution Firmware Status.

3.4.2.22 Firmware Distribution Firmware Status

Firmware Distribution Firmware Status F - 75 X 47 i [ & 48 (8 5 IRAES, BN .
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3.4.3 Firmware Distribution Server &0

¥ 3-19 Firmware Distribution Server model X

PR

fw_dist_server_reg
fw_dist_server_add_receiver
fw_dist_server_is_receiver_empty
fw_dist_server_delete_all receiver
fw_dist_server_add_image
fw_dist_server_delete_all_image
fw_dist_server_delete_image
fw_dist_server_cancel_done
fw_dist_handle_blob_server_data
fw_dist_server_start
fw_dist_server_dist_failed
fw_dist_server_set upload_recvd_size
fw_dist_server_upload_oob_done

fw_dist_server_set_updating_status

L

VM Firmware Distribution Server Model

70 receiver % Firmware Distribution Server

K 2r receiver j& 15 A%

IR e A ¥ receiver

NN image #| Firmware Images List
B Firmware Images List (T4 image
B Firmware Images List ()5~ image
HUH 4 o 1 5 1k

BLOB Transfer Server faliffl &%
TR 73 K

A3 KR

e IErA N NN

181 FH ©OB A% [F 14 57¢ ik

VLB S RDIRAS

3.4.4 Firmware Distributiop-Client 5[

2%_3-20.Firmware Distribution Client model 3

& ;
N
fw_dist_client reg
fw_dist_recvs_add
fw_dist_recvs_delete_all
fw_dist_recvs_get
fw_dist_caps_get
fw_dist_get

fw_dist_start

fw_dist_cancel

fw_dist_apply
fw_dist_upload_get
fw_dist_upload_start
fw_dist_upload_oob_start

i

VEM Firmware Update Client model

°A Firmware Distribution Server #sIll receivers
IR Server It ) receivers

FREUAEAS Updating Node F [ 182 R AR ZS
FREX Server [¥] Capabilities

RN Server b 24 [ {4473 K HPIRZS

JRBNE AR K

{5 11 [ 47 &

4 Updating Nodes N FH 37 & £

K[ FAE2] Server BPIRFS

JE B E A AR

J5 FH OOB )77 AT [l A%
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R i B
fw_dist_upload_cancel {5 1 [ A AT
fw_dist_fw_get o TN R (1) ] 442 TR A7 A E Server

¥[8 Firmware Images List JRZ& 455 /) index # 2%

fu_dist_fw i
dist_fw_get by index WA |14 77 i ZEE Server |-

fw_dist_fw_delete TR AEREAE Server b 34— [ 4
fw_dist_fw_delete_all TR AEREAE Server b 14 3 [ 1F
3.4.5 7451

1% B Firmware Distribution model i} 3= 2245 DL R 518,

1. VEM Model
2. SZH model_data_cb E&i%L

NI4T Distributor 55 Initiator 2 [A]f¥] Firmware Distribution model SZFIAEZE . HARSZII
dfu_distributor_app.c 11 dfu_initiator_app.c.

3.4.5.1 Server Model 7=l

Firmware Distribution Server médekmodel_data_cb &R FIACHL AT .

1. int32_t fw_dist /server data(const mesh_model_info_p pmodel_info,
uint32_t type, void *pargs)

2. {

3. switch (type)

4. {

5. case FW_DIST_SERVER_START:

6. {

7. /* Handle FW_DIST_SERVER_START */

8. s

9. break;

10. case FW_DIST_SERVER_CANCEL:

11. {

12. /* Handle FW_DIST_SERVER_CANCEL */

13. s

14. break;

15. case FW_DIST_SERVER_APPLY:

Copyright 2023 Realtek Semiconductor Corporation.
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16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.

{
/* Handle FW_DIST_SERVER_APPLY */

b
break;
case FW_DIST_SERVER_UPLOAD_START:

{
/* Handle FW_DIST_SERVER_UPLOAD_START */

b
break;
case FW_DIST_SERVER_UPLOAD_OOB_START:

{
/* Handle FW_DIST_SERVER_UPLOAD_OOB_START */

b
break;
case FW_DIST_SERVER_UPLOAD_BLOCK_DATA: \

/* Handle FW_DIST_SERVER_UPLOAD_BLOCK_DATA

}
break; @§

case FW_DIST_SERVER_U PLOAD_COMPLETOE:

{ x
/* Handle FW_DIST_SERVER_UPLO LETE */
: O

break;
case FW_DIST_SERVER_UPLO FAIL:

{
/* Handle FW_DIST, R_UPLOAD_FAIL */

ireak; \&9

case FW_DI ER_FW_DELETE:

RN
/* Ha Ie W_DIST_SERVER_FW_DELETE */

b

break;
case FW_DIST_SERVER_FW_DELETE_ALL:

{
/* Handle FW_DIST_SERVER_FW_DELETE_ALL */

b
break;
case FW_DIST_SERVER_URI_CHECK:

{
/* Handle FW_DIST_SERVER_URI_CHECK */

b
break;
default:
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61. break;

62. >

63. return MODEL_SUCCESS;
64. }

VM Firmware Distribution Server model ACAB40F .

1. /* register firmware distribution server model */
2. fw_dist_server_reg(0, dfu_update_dist_data);

3.4.5.2 Client Model 7=

Firmware Distribution Client model model_data_cb R EURBICHS 0T .

1. int32_t fw_dist_client_data (const mesh_model_info_p pmodel_info,
uint32_t type, void *pargs)

2. {

3. switch (type)

4. {

5. case FW_DIST_CLIENT_RECVS_STATUS:

6. {

7. /* Handle FW_DIST_CLIENTNRECVS_STATUS */

8. s

9. break;

10. case FW_DIST_CLIENF_RECVS_LIST:

11. {

12. /* HandlgPW.-DIST_CLIENT_RECVS_LIST */

13. s

14. break;

15. case FW_DIST_CLIENT_CAPS_STATUS:

16. {

17. /* Handle FW_DIST_CLIENT_CAPS_STATUS */

18. s

19. break;

20. case FW_DIST_CLIENT_STATUS:

21. {

22. /* Handle FW_DIST_CLIENT_STATUS */

23. s

24. break;

25. case FW_DIST_CLIENT_UPLOAD_STATUS:

26. {

27. /* Handle FW_DIST_SERVER_UPLOAD_STATUS */
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28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.

b

break;
case FW_DIST_CLIENT_FW_STATUS:

{
/* Handle FW_DIST_CLIENT_FW_STATUS */

b

break;
default:

break;

b
return MODEL_SUCCESS;

7EM Firmware Distribution Client model /A% 41T .

/* register firmware distribution client model */
fw_dist_client_reg(0, dfu_dist_client_data);
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3.5 Mesh OTA 3=l

{4 1 mesh_provisioner T.#£#1 mesh_device T2 1] LASZHL Mesh OTA i #2, H A mesh_provisioner 1 L4
[F] i 2K 4H Initiator A1 Distributor fft%, mesh_device ] LA[R]A 2K $H Distributor F1 Updating Node ffiff. [F—
N, ZAEFTUSELE, W] DR IS 5 R €70 Bo R AT I

3.5.1 Distributor - Updating Node

FE N a7 B0 S 375 5% b e] LAY/ Initiator £ €4, Distributor £ (.45 Updating Node £ €0 4% 4 & 44F B 7]
Initiator FJ#B 7> DhfgidEd & H CLI A A7 2R F WA APL J5 ORSEI, [ I sify il 4t 75 SR A e g 3
Distributor [ Flash # . RTK 14 H MP [ bin S {4-2H iy MP Header(512Bytes)+{Mmage Header( 1K)+Payload,
HrAr MP Header fX FERe% - LABE R image 11975 20K bin 2% B 1 [X 38 f5 HEK F\lmage Header #1 Payload,
L user data 7 x0H bin SCERFEGAE flash H IR 2R B MP Header. Mesh OTA i #2 H 752 Image Header
# Payload, a5 LA user data /& =Xl 448 B[, AL Sy 75 2244 size5125 [R5 Hidik 7] f5 wF% 512Bytes.
Flash 1fi iy 1 Image #4 B B AA A 25152 7% (RTL87x2x OTAUSerManual) .

35.1.1%%

NTAr4A Distributor /45 OTA I 2T CLI i 4.

$&.3-21 Distributor 4 CLI 4>

N4
Cmd B
m o0 us
dfua 7E Distributor F+25 7 & 7138 g — AN 55
dfud M Bx Distributor F+25 5 513 BT 15 A
dfus Je s [EAF - g 72

NHEDF RS Cmd IS ECE SGEATIRRE, dfua Z2H AT .

# 3-22 dfua SHANFE

dfua Yt BH
address TR B M
image index image ] index
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dfua Z# 1) image index, s&HR#% mesh_device [1J Firmware Information List RS B 1 IG5 347 6
% A11% List N FE 1415 B api Jy fw_update_server add_info, Bik R8T RTK K445 ., image index
90 MIAREN RTK [ 4. W& A Frs E-E S, W image index 48 % BN 0.

dfud AL AT SAL

dfus i s 28T
% 3-23 dfus SN H
dfus Ui He
dist_dst oy A bbb, 3%k
dist_app_key_index app key [ index
update_timeout_base Updating Nodes 11542 5 146 B B[]
fw_image_size Image 1K/, H47°4 Bytes
fw_image_start_addr 5 15) Image Header [¥) 14 Hih:
update policy Update policy, 1%Z#n]ik, ZRWApverify_and_update
metadata_len Metadata K22, %24 0] i
metadata Metadata, %S0T i
> ¥ dist_dst Mo Z #EHLEE, Updating Nodes 1.BLOB Transfer Server #1 Firmware Update Server

>

P75 AT & 2 i . an SR R 45— B st 2 (Distributor FH2CTT AR RA — AT RD,
dist_dst 7] LLYiZTT SRR, RRUpdating Nodes ) BLOB Transfer Server #iI Firmware
Update Server AJ DLANTE 21T BelATAa kbl ;

Z¥) update_timeout_base HFFHEL BLOB {41 fr B I I (8] -

blob transfer timeout: (update) timeout_base+1)*10s;
244 fw_image_size L7 Image Header(1K)#1 Payload;
2% fw_image_start_addr [} 57 Image Header B Hidik .

2% update_policy - E45 verify only il verify and update J§7f, [X 256005 2 J5 /e 15 B
Hr

Z 4§ metadata_len 1 metadata M| fX5% 1% image [ metadata

N TH /44 Distributor % /E Mesh OTA i FEH Br 75 HULAE, Updating Node i AN 75 Z3E THAE . HA,
Distributor 2x% Updating Nodes List ()15 )i 47 F+ 4%, 75 message 75 2 A5 45 mldb T2 H., FHFEHIE
TN VA TSR . [FIRE, 23 <[44 message — Mo AR IRHLhE,  F5A4N1 SO RL (Y model 75 ZE3T %
82 PR 2 R b bk A e 5 R 52 [ A R AR
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2 3-24 Mesh OTA Distributor 3giRERB

Step Distributor

pbadvcon

1 000102030405060708090a0b0c0d0e0f
prov

2 aka x10000

3 mab x100 0 x1400ffff 0
mab x100 0 x1402ffff 0

4 msa x100 0 x1400ffff xc000
msa x100 0 x1402ffff xc000

5 dfua x100 0

6 dfus xc000 0 0 2956 x847000

3.5.1.2 API

L

%} Updating Node 147 At (¥

& Updating Node 0x100 #s /i1 app key 0, F4552 £
netkey 0 I

25 x100 75 5555 0 /> element =) BLOB Transfer
Server I Firmware Update Server Z5 52 app key 0

#5 x100 i E 55 0 > element 1) BLOB Transfer
Server 1 Firmware Update Server 17 &) 2 3% H bk
0xc000

7£ Updating Nodes List 371 X100
TR G5, XHAEET Updating/Nodes List H 341 v
model 115 1 xcO00 F L4 T [ 14 7+ 2%, 3 [l 1

K/INA 2956 Bytes, 4E Distributor H7-i (1 1 Hhtik
A Xx847000

T Mesh OTA &£+, 7E Distributor A#+Updating Node i [#1#3%> API, T2 VE4HK AP i 2
2% Mesh_SDK.

Updating Node ¥, [A] Firmware Information List H 8 I [E £F-E S APL A A W R, BUARSBIN T RTK

IDIEREREYS)

R

o

bool fw_update_server_add_info( fw_id_t *pfw_id,

uint8_t fw_id_len,
uint8_t *pupdate_uri,
uint8_t update_uri_len)

Thig
E 5

N 1= E 2] Firmware Information List
pfw_id: [E44 company_id 1 version 15 5

fw_id_len: pfw_id £ E

pupdate_uri: [E{F T uri
update_uri_len: pupdate_uri ¥
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Distribuor ¥, XfM dfua. dfud DA dfus =>4 APL 10F .

B bool dfu_dist_receiver_add(fw_dist_receiver_t *precv)
Thie AN E AR5 RE B3] Updating Nodes List
e o2l precv: HAR T mifE B
B void dfu_dist_receiver_remove_all(void)
Thek { 1% Updating Nodes List i35 45 113 .
2% %
a0 bool dfu_dist_start( uint16_t dst,
uintl6_t app_key_index,
uintl6_t update_timeout_base,
uint8_t update_policy,
uint8_t *pfw_metadata,
uint8_t metadata_lén,
uint32_t fw_image.size;
uint32_t fw_image\ start_addr,
fw_image’ data/get_t fw_image_data_get)
Thee JE B A7 K
¥ dst: 40 & B sk, S # itk

app_key_index: appkey-H index

update_time6utrbases” Updating Nodes 5B 52 IS EHE 149 783 i) B[]
update_polieys. 5 s U 2 [ 4 5 2 15 BN

pfw_metadata: [& 14 1) T H

métadatazten: JCEUEKE

fw_image_size: Image [ K/N, AN Bytes
fw_image_start_addr: #§[7] Image Header [ & il
fw_image_data_get: i:HX Distributor %% flash 1 E& %X

3.5.2 Initiator - Distributor - Updating Node

Initiator €8 471 5K G FEF THER Y 4 3% - 4%45 Distributor, 31 Distributor 43 & B 4FH0EFE .
[ {1 75 ZLEE AT besk 2 Initiator (1) Flash H1o RTK FH A MP (1) bin SCHF4H 88 MP Header (512Bytes) +Image
Header (1K) +Payload, FL+H' MP Header X FH{ERESE . LAKESR image 11177 20K bin 2% R X 85 H T~
Image Header 11 Payload, LA user data (170K bin SCAFFELTE flash H A <> {R B MP Header. Mesh OTA
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i 72 R % % Image Header 1 Payload, #1:LL user data F& 2 @465 0 G425, WAL 75 208 size-512, [
T ik 7 J5 i #% 512Bytes. Flash i Jm Al Image #4 i) B AR N 251 2% (RTL87x2x OTA User Manual) .

Initiator ¥ [& 1 4% 45 Distributor I}, Jy T f#iE Distributor A£:45 H 5T+, R 77 OTA temp [X ki
¥ 4K ft1753%, ED Distributor S 1 B AEA#E OTA temp B HhE+4K (AL E , i 14552 21 1) [ 14 v
14k

3.5.2.1#%%

TTEA4E Initiator 415 OTA A2 CLI £ 4.

F 3-25 Initiator AfAE% CLI 414

Cmd ) N
m ik o ON
dfuus A% #4431 Distributor

fdra AL FH2 T 55 2 Distributor

dfuds J& 21 Distributor [ 473 & 1%

NS Cmd (I SHCE SGEATIERE, dfuus SEGRGT .

# 3-26-dfuls SHNB

dfuus ﬁﬁw
&

dist_dst Distributor L4 1

dist_app_key_index bAE [ S ) appkey

upload_timeout_base A RIS I (A

fw_image_size [ 1E KN, bytes

fw_image_start:addr f7E Initiator 77fif 1 & Huhk
fdra ZHN 4 0F

£ 3-27 fdra E N4

fdra Yi A

dst Distributor H. 4l
app_key_index AL AT S FH ) appkey
address A THCT e A

update fw index F2% [& 44 index
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fdra 244+ 1) update fw index, ZHRHE mesh_device ) Firmware Information List PR B 1 i it
ITHRE 2 411% List ¥ 00 & 415 B ) api A fw_update_server add_info, BRI\ AL T RTK [ {445 &, image
index v 0 JIFRIRN RTK B4, WA g 1S S, N update fw index ZE N &N 0.

dfuds T ZHUn T .
#* 3-28 dfuds BENH
dfuds L8
dst Distributor B4 ik
app_key_index Distribution start ¥ 5% F 1) app key
dist_app_key_index Update start ¥4 5 H 1 app key
dist_timeout_base Distributor {1542 5 ) HE i 1) 1]
dist_fw_image_idx FRIRAEHI K Image
dist_multicast_addr g R IEE ) H bRk
dist_dst_len Iy RHHE R H, R 7 2R i B R AU

NHEAE Initiator £ Mesh OTA i F2H AT 75 U3ALFE,  DistribUtor A Updating Node i /A 75 B HE4T 8 1F
Hr, Distributor 2% Updating Nodes List #1715 s 2547 FL405380597 message 77 22 L5 5 s AT B, 75
BLRIE A B I A L

RIS, 20 A message — B2 AL AR bk, BEAST URIRL) model 75 21T D0 B O 2L # s bk 4 g
SRR B IS AR .

. 8-20-Mesh OTA Initiator ¥RFFERFI

A g

Step Distributor @, i B
A
pbadvcon
000102030405060708090a0b0c0d0e0f
Prov =
1 %} Distributor F1 Updating Node #/£47 i, %
pbadvcon
000202030405060708090a0b0c0d0e0f
prov
5 Distributor 0x100 %31 app key 0, F% !
2 akax10000 i GAEIRLE Siris]
net key 0 I
& Updating Node 0x100 #s /1 app key 0, 4
3 akax10100 i opaating I app key 0, J5kzE
F| netkey 0 I
mab x100 0 x1400ffff 0 % Distributor 0x100 5 £ 25 0 4> element _Ef)
4 mab x100 0 x1401ffff O BLOB Transfer Client/Server £ Firmware
mab x100 0 x1403ffff 0 Update Client 1 Firmware Distribution Server 4}
mab x100 0 x1404ffff 0 € app key 0
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Step Distributor L)
5 Updating Node 0x101 5 /5.2 0 /™ element I
mab x101 0 x1400ffff 0 i Cpaating a0
5 ) BLOB Transfer Server fil Firmware Update
mab x101 0 x1402ffff O

Server 4§5E app key 0

%% Updating Node 0x101 5 & 55 0 4> element |
msa x101 0 x1400fff xc000 = Upaating P D
6 e L) i f] BLOB Transfer Server fil Firmware Update
Server 1] [ 2H # Huht 0xc000

ALEAE, &4 3] Distributor 0x100 5 £, 3l
7 dfuus x100 0 0 2956 x847000 £ K/NA) 2956 Bytes, {E Initiator o7 fif 1) 1 b
ik x847000
4% Updating Node 0x101 77 s {5 & 3]
Distributor 0x100 ] Updating Nodes List H
SRR RS, X AELET Distributor 0x100 )
Updating Nodes List /1 FAH s-model i1 5 T
Xc000 F 5 RUBEAT [l 2 St [l 14 9 54 O,
4y K B btk Ay2bytes

7 fdra x100 0 x101 0

8 dfuds x100 0 0 0 0 xc000 2

3.5.2.2 API

T4 Mesh OTA i F2H , 7E Initiator 3 11382 ARK Distributor £ Updating Node % () AP1 2% 3.5.1.2
ANFE, EZ PRI APL £ 2% Mesh_SDK.

Initiator ¥, 4% Updating Nodes List A i /) Distributor [& 27> & L F2 () API AT LA 18 A %t Model
JZ 1) message, _AE[E A APL R

[Tk bool dfu_init_(Upload_start( uint16_t dst,
uintl6_t app_key_index,
uintl6_t update_ timeout_base,
uint8_t *pfw_metadata,
uint8_t metadata_len,
uint32_t fw_image_size,
uint32_t fw_image_start_addr,

fw_image_data_get_t fw_image_data_get)

hee JE B AL

S dst: 0k Hbsiht, Z4&Hhk

app_key_index: app key [¥] index

update_timeout_base: Updating Nodes 153 S B 1) 783 s BsF 1]
pfw_metadata: [& 14 /) T E

metadata_len: JCEIEKE

fw_image_size: Image f{J k7N, FAA7N Bytes
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¥ bool dfu_init_upload_start( uint16_t dst,

uintl6_t app_key_index,

uintl6_t update_ timeout_base,

uint8_t *pfw_metadata,

uint8_t metadata_len,

uint32_t fw_image_size,

uint32_t fw_image_start_addr,

fw_image_data_get_t fw_image_data_get)
fw_image_start_addr: T[] Image Header [ Ml
fw_image_data_get: BHU Initiator ¥ 7% flash 1) ER%L

5_EFA40 APL ML T — 2% update_policy, R Distributor Wi 21 [l 14 2 & A F 56AE AN
W EAEEAE AR
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SE K

[1] Mesh Profile Specification

[2] Mesh Model Specification

[3] RTL87x2x Mesh SDK User Guide
[4] RTL87x2x OTA User Manual
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